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Costly Communication 

Rusty J. Savignac  
NESSARA President & 
Owner of Savignac Solutions 

As a part time mobile tech and module programmer, I frequently get calls to flash program 
or configure replacement modules. I generally ask for some specifics before setting out to 
make sure I’m prepared and to inquire if the subject module will communicate. Can’t 
program a module if it won’t communicate. A few weeks ago I got a call from Dave Richard 
(NESSARA member) at White Valley Auto in Barre, MA asking if I’d program a Fuel 
Injection Control Module (FICM) on a GMC C4500 remotely. The truck was in a remote 
location with internet connectivity unknown. While some GM modules can be programmed 
via a Tech II after the correct calibration is loaded on the tool, I prefer to use “pass-thru” 
with a Drew Cardaq + J-2534 device where the vehicle, Cardaq interface, and PC are all 
connected with AC power supplied to the PC and a battery maintainer on the vehicle’s 
battery.  That wouldn’t necessarily have been possible where the truck was located so I 
asked Dave if he could tow it to his location where I’d have all the ingredients to 
accomplish the task.  

The truck was remote and was diagnosed by a different shop/tech when it failed to start for the contractor owner. As I 
understood, the tech traced the cause of the no-start to a faulty FICM. The truck’s owner purchased a new FICM 
($1700 I’m told) and installed it only to discover that the truck still wouldn’t start. The tech was consulted and believed 
that the module would need to be programmed.  Anyone can visit https://tis2web.service.gm.com/tis2web/ for free and 
once a VIN is entered, you can navigate to a list of installed programmable modules for that specific VIN as-built along 
with calibrations and update history. If you know what the current calibration part number is, you can check to see if a 
more recent calibration is available and what issues it addresses. I didn’t have the VIN available to check to see if the 
FICM is a programmable module but assumed that it (like most GM modules) required a flash. 
 
I agreed to program the truck at White Valley and Dave towed it to his location. My first step when I’m asked to do a 
programming is typically to connect a scan tool and do a DTC check of all modules. This will tell me what DTCs are in 
each module and if there are any “U codes” that might suggest a network communication fault that could inhibit the 
programming or a module that isn’t “on-line” (communicating). When I did that on the GMC I found a U1800 in the 
ECM which indicated no communication with the FICM. I attempted to clear that DTC with no success. At this point I 
had to shift my focus from flashing to a non-communication routine. 
 
Modules that fail to communicate aren’t necessarily faulty. While it is possible, most communication issues are related 
to loss of power or ground or wiring issues with the network wiring. Once a schematic is consulted, it’s a fairly simple 
task to check all powers and grounds (including ignition power), possibly do a load test on those circuits, and test the 
communication circuit(s) with an ohm meter or a scope. A good first step is checking the fuse that powers the affected 
module. I grabbed a test light, opened up the under-hood fuse box, and reviewed the legend. Seeing no fuse labeled 
“FICM” I turned the ignition on and tested 3 fuses labeled “ENG”. The 25A ENG 3 fuse was open. I replaced the fuse, 
turned on the ignition, and rechecked the ECM for codes. Clearing the old U1800 and polling for DTCs revealed no 
DTCs. At that point the engine started and ran. While I can’t be sure that this was the situation that led to the failed 
FICM diagnosis, I suspected that the tech either failed to properly diagnose the communication fault or determined that 
the old FICM had a fault that blew the fuse and required replacement. 
 
We visited the ”CAL-ID site” (tis2web URL above) to see if the FICM was on the list of programmable modules for 
that truck and found it absent from the list so no flash was required. I suggested to Dave that he inspect and manipulate 
all the under-hood harnesses for signs of chaffing or damage that might have blown the fuse. He reported finding noth-
ing and the truck remains in service.  
 
Just for clarification: Dave @ White Valley was NOT involved in the remote diagnostics or replacement of the FICM. 
Was that a +$2000.00 fuse? Quite possibly. The moral of the story is “Test, don’t guess”  
 

Rusty Savignac Pres. NESSARA 
Savignac Solutions 

https://tis2web.service.gm.com/tis2web/
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NESSARA’s 25th Scholarship Raffle Winners 
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NESSARA’s 25th Scholarship Raffle Donors 
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Discover Will No Longer Require Signatures at Checkout  

Discover Will No Longer Require Signatures at Checkout  
 
Card brand’s move follows a similar announcement already made by MasterCard.   
 
RIVERWOODS, Ill. – Beginning in April 2018, Discover will no longer require signatures at the point of sale 
for credit and debit transactions on the Discover Global Network in the United States, Canada, Mexico and the 
Caribbean.  
 
The change is part of Discover’s efforts to improve the payment experience by speeding up the time spent at 
checkout all while maintaining a high level of security for both customers and merchants.  
 
Discover has already implemented digital authentication technologies such as tokenization, multi-factor au-
thentication, and biometrics that are more secure than requiring a signature.  
 
“As the payments industry continues to evolve and introduce new methods of transacting, we’re making sure 
that Discover is providing customers and merchants with a smooth and more secure payments experience,” 
said Jasma Ghai, vice president of global products innovation at Discover. “With the rise in new payment se-
curity capabilities, like chip technology and tokenization, the time is right to remove this step from the check-
out experience.”  
 
Merchants interested in no longer requiring a signature for Discover Global Network transactions may need to 
update their point of sale systems, notes Discover.  
 
In October, MasterCard announced that it would no longer require signatures at the point of sale after April 
2018, saying that eliminating the need for signature “is another step in the digital evolution of payments and 
payment security.” 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
NACS Online 
December 2017 

https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=0ahUKEwjKm_vanPjXAhXHRt8KHRONDtMQjRwIBw&url=https%3A%2F%2Fwww.discover.com%2Fcredit-cards%2Fsecured%2F&psig=AOvVaw1BpVlSkHlxlyjS4T4l6Cad&ust=1512747221991619
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwiWoPbynPjXAhUimeAKHRo-ClkQjRwIBw&url=http%3A%2F%2Fclipart-library.com%2Fmastercard-cliparts.html&psig=AOvVaw0oMf0QvNemSTlzBu1zfWZh&ust=1512747277166724
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Over-the-Air (OTA) 

Contributed by Bob Chabot 

Over-the-Air (OTA) Software Updates Gain Momentum 

OTAs will change the nature of service and repair 

“Wherever you look, digitalization is on the advance – and the automobile is no exception. Pure mechanics are fast 
becoming a thing of the past. Vehicle subsystems that used to be largely isolated are becoming increasingly intercon-
nected through distributed vehicle functions, controlled by data and software that is moving in and out of the cloud. 

Updating software and apps online is second nature to smartphone users. It has yet to become a well-established prac-
tice with automobiles, but that’s about to change. Bosch is ready to enable automakers to use over-the-air (OTA) soft-
ware updates to keep vehicle software up-to-date and allow new functionality to be added — overnight, encrypted, 
and protected from unauthorized access. The Tier 1 supplier says OTAs will also allow drivers to try out and then acti-
vate features, such as automated valet parking, community-based parking, lane-keeping assistants and other new func-
tions. 

Managing the electronic intelligence available is making driving safer, more efficient and comfortable. But to do so, 
vehicles must also process large volumes of data within milliseconds. OTA updates provide a quick, easy and more 
convenient way to distribute data, without having to visit a shop or dealership. Whether perceived as good or bad, the 
fact is: disruption is coming. 

 

 

 

 

 

 

 

 

 

 

Is Software Eating the Auto Industry? 
If we considered the miles of wires in vehicles as veins, software code is the blood in those veins. Service and repair 
frustration was once focused on wire harnesses and relays.  In recent years, and for the foreseeable future, it has trans-
ferred to software. Where once we dwelled on fixing mechanicals, we now deal with debugging, conflicts, program-
ming, updating of software, and sigh, now we have cybersecurity vulnerabilities to deal with. 

Despite the overwhelming net benefit of software’s ability to integrate and manage spiraling technology in vehicles, 
shop owners, technicians and car owners will soon have a new service and repair reality to cope with. Expressed as an 
equation, it would be: Software + Technology = More Opportunities for Things to Go Right or Wrong.  

In addition, what does go wrong is typically harder to diagnose and fix than the straight mechanical issues of yore. No 
doubt, you’ve been bitten.  Just consider recalls. The expanding role of software has led directly to exponential growth 
in software-related recalls. 

 

Continue on page 18….. 
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Death By Car, Not Red Tape 

Trump administration reportedly kills vehicle-to-vehicle safety mandate                      
(Updated) 

Is this finally the end of the road for V2V? 
Jonathan M. Gitlin - 11/1/2017 

 
US Department of Transportation 
Share this story  
 
Update: Ars reached out to NHTSA this morning, which told us that it has yet to make a final decision. "The vehicle-
to-vehicle notice of proposed rule making was released in December 2016 for public feedback, and received over 460 
comments. NHTSA is still reviewing and considering all comments submitted and other relevant new information to 
inform its next steps. An update on these actions will be provided when a decision is made as part of the Depart-
ment’s ongoing regulatory review," it told us in a written statement. 
 
The Trump administration is notoriously unfriendly to red tape; one of its earliest actions in January was aimed at 
slashing the number of government regulations. According to an AP report on Wednesday morning, the vehicle-to-
vehicle communications (V2V) mandate is among the deceased.  
 
This may not mark the death of V2V, but if true, it's yet another nail in the coffin of the technology, which uses a dedi-
cated band of radio spectrum for short-range alerts between vehicles. 
 
Hopes have long been pinned on V2V as a way to cut traffic fatalities, which have been on the rise the past two years. 
Long before self-driving car fever took hold, the benefits of V2V were being touted as just around the corner—
literally. Cars would not need line-of-sight the way human drivers do, instead communicating with each other at rang-
es of up to 984 feet (300m) to warn each other of unseen hazards, as Sean Gallagher discovered at CES a few years 
ago. 

Continue on page 13…. 

https://arstechnica.com/author/jonathan-m-gitlin/
https://arstechnica.com/science/2017/01/trump-orders-1-in-2-out-rule-for-federal-regulations/
https://apnews.com/9a605019eeba4ad2934741091105de42
https://arstechnica.com/cars/2017/10/infotainment-bad-blind-spot-and-lane-departure-warnings-good-studies-say/
https://arstechnica.com/information-technology/2014/01/potholes-abound-on-the-road-to-car-to-car-communication/
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Fire Suppression Sales and ServicesFire Suppression Sales and Services
• Fire Extinguishers

• Gas Station Fire Suppression 

• Emergency Lighting 

• Industrial Fire Suppression 

• Kitchen Fire Suppression 

• Kitchen Exhaust Cleaning

Fire Alarm Sales and ServicesFire Alarm Sales and Services
• Fire Alarm Systems

• 24 Hour Monitoring

• Electrical Work

• Security Systems (CCTV)

• Access Control

• Intercoms

Sprinkler System Sales and ServicesSprinkler System Sales and Services
• Automatic Sprinkler Systems

• Fire Dump Inspections

• Pre-Action Systems

• Tenant Fit Ups

• New Construction

• 24/7 Emergency Response

Powerwashing ServicesPowerwashing Services
• Commercial and Residential

• Fleet Washing

• All Surfaces

• Environmentally Safe Chemicals

• No job too big or small

• Fully Insured

HANDLING YOUR FIRE PROTECTION NEEDS AND MOREHANDLING YOUR FIRE PROTECTION NEEDS AND MORE

6 Progress Ave.,  Unit # 3       Tyngsboro, MA  01879

T (978) 649-4945   F (978) 649-9445    www.ASAPFIRE.COM

Death By Car, Not Red Tape….continued 

 
Continued from page 10…. 

 
But the safety protocol's story is long and tortuous. More than a decade passed between the allocation of a dedicat-
ed band of spectrum by the Federal Communications Commission and the agreement on the 802.11p protocol in 
2010. From there, several more years passed while the National Highway Traffic Safety Administration deliberated 
on how best to implement V2V—a draft rule wasn't released until December 2016. If implemented, car makers 
would have two years to start fitting V2V systems to new cars, meaning an even longer lag until enough V2V-
equipped vehicles were on the roads for the tech to start really paying off. 
 
In the meantime, technology has moved on. OEMs have been waiting for a government mandate to add V2V to their 
model ranges but have shown no such reticence when it comes to cellular modems. In fact, it's going to be difficult 
to buy a new car in 2018 that doesn't have 4G LTE—which Nexar has shown is sufficient for short-range warnings—
and 5G won't be far behind. Automakers like BMW and Mercedes-Benz are on record wanting a more technology-
agnostic approach to the problem, and Qualcomm recently revealed a "vehicle-to-everything" chipset for those who 
want to hedge their bets. 
 
The AP's Joan Lowy cites four unnamed "auto industry officials" who told her that administration officials made the 
decision to kill the V2V mandate in part because of "general wariness of imposing costly mandates on industry, even 
though most automakers support requiring V2V." Lowy's article notes that NHTSA has not confirmed the news but 
that the decision was made at a higher level than the agency. 
 
Jonathan M. Gitlin  
Jonathan is the automotive editor at Ars Technical, covering all things car-related. Jonathan lives and works in Wash-
ington, D.C. Email jonathan.gitlin@arstechnica.com // Twitter @drgitlin  

https://en.wikipedia.org/wiki/IEEE_802.11p
https://arstechnica.com/cars/2016/12/car-talk-the-feds-publish-proposed-vehicle-to-vehicle-communication-rule/
https://arstechnica.com/cars/2017/07/can-cellphones-handle-vehicle-to-vehicle-comms-better-than-radio-networks/
https://arstechnica.com/cars/2017/09/qualcomm-covers-all-the-bases-with-a-cellular-vehicle-to-everything-chipset/
https://arstechnica.com/author/jonathan-m-gitlin
mailto:jonathan.gitlin@arstechnica.com
https://www.twitter.com/drgitlin
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“Advanced Safety Package” 

By John Lypen  

A recent study commissioned by the AAA Foundation for Traffic Safety may prove to be a good predictor of 
which in-vehicle safety technologies will be most embraced by consumers. 

The "Advanced Safety Package" (consisting of Forward Collision, Rear Cross Traffic, Lane Departure and 
Side Blind Zone detection) that came in the Chevy I bought six months ago is a real marvel and something I 
quickly became accustomed to. So much so, in fact, that I've had a few close calls when driving our other 
family cars and rentals that didn't have the same features. 

I personally don't have any regrets about the few extra dollars the safety package adds to my monthly pay-
ment, but I'm also a bit of a technology geek. For people who are not like me in that respect, wouldn't it be 
great if someone analyzed the effectiveness of different safety-related technologies and, better still, came up 
with a rating scale for each one of them? Well, someone has. 

The AAA Foundation for Traffic Safety recently funded a project to develop a system for rating vehicle safe-
ty technologies. The goal of the project was to “educate and empower car buyers so they can make confident 
purchasing decisions when presented with a range of safety add-ons." 

The Foundation commissioned MIT Age Lab to develop a data-driven system for rating the effectiveness of 
new in-vehicle technologies intended to improve driver safety. A total of seven technologies were re-
viewed—five "emergent" safety technologies (Adaptive Headlights, Back-Up Cameras, Forward Collision 
Warning, Forward Collision Mitigation and Lane Departure Warning), plus two "reference" technologies 
(Electronic Stability Control and Adaptive Cruise Control). 

The five-star rating system (5 = best) that emerged from the study is a little unusual, because each of the test-
ed technologies actually receives four different star ratings. First, there's a "safety benefit rating" (for the 
technology's performance in addressing its targeted driving situation) and an "overall safety benefit rat-
ing" (considering the technology's influence on traffic safety overall). Then, within each of the two safety 
benefit ratings, "proven" benefit (based on real-world crash and insurance claims data) and "theoretical" ben-
efit (results based on simulator, test track or laboratory conditions) star ratings are assigned to each technolo-
gy. If this sounds confusing, go to http://bit.ly/safety_matrix to see the matrix of ratings for each of the seven 
technologies and it will all make perfect sense. 

Beyond the initial phase of this project, the intent is to continue adding technologies like blind spot detection 
and back-up proximity detection sensors to the matrix, and to periodically update the rating of technologies 
as they evolve and as additional data becomes available. The current report emphasizes the fact that only rel-
atively limited data was available to objectively rate the real-world performance of most of these safety sys-
tems. 

Why all of this should be of interest to you is that, sooner or later, the technologies that make it into new cars 
eventually find their way into shops like yours. And the better you understand what's coming down the pike, 
the better you can plan for the education, training, tools and equipment you'll need to service it. 

 

 

Editor's Note: More information, including a link to the complete AAA Foundation for Traffic Safety report, 
can be found at http://bit.ly/AAA_foundation. The website also includes nontechnical explanations of each of 
the tested safety technologies—something you may want to use for customer education. 

http://bit.ly/safety_matrix
http://bit.ly/AAA_foundation
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Call your AutoPart International Store today. 
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Over-the-Air (OTA)…..Continued 
Continued from page 8….. 

 

 

 

 

 

 

 

That’s Good News and Bad News 
The good news: Software recalls can increasingly be corrected with over-the-air (OTA) software updates. The bad 
news: Automakers are developing and deploying software updating  technology, but have yet to sort out conflicts with 
some states’ existing contract laws that require warranty service work, including software updates, be handled by ser-
vice facilities. 

Part of this battle boils down to ownership, for the creation of software is expensive and labor intensive. Automakers 
have long sought to take ownership of the software code written for their vehicles. Nearly a decade ago, several au-
tomakers formed the GenIVI Alliance, an effort to segregate hardware from software, so that hardware could be rele-
gated to sourcing from contract manufacturers, while software development costs could be reduced by sharing code. 

Automaker efforts to fully own vehicle software have continued since then, most notably at the U.S. Copyright Office 
(USCO), where every three years, OEMs have tried to remove exemptions allowing access to vehicle software by oth-
ers. Researchers, academia, car enthusiasts and some aftermarket organizations have taken issue with the software 
ownership and control of access debate, asserting their right to investigate or modify vehicle software as they see fit, 
within the legal limits..  To date, automakers have been unsuccessful in their quest, but came very close at the last 
USCO review, until the Volkswagen emissions scandal broke days before a final decision was rendered. This OEM-
Aftermarket struggle continues however; it’s the silent battleground behind the scenes.   

The industry collectively will have to sort this issue out once and for all, particularly with the advent and convergence 
of connectivity, automated driving, safety, cybersecurity and other trends.  Software proliferation requires it, as the spi-
raling volume of debugging, updates and recalls impose an urgency not seen before. OTA updates represent what may 
be the optimal comprehensive solution. 

“For the rest of the industry, the challenge of delivering software updates is more basic and the deployment of the tech-
nology is gaining momentum,” explained Greg Basich, senior analyst, Global Automotive Practice, at market research 
firm Strategy Analytics. “Consumers will not tolerate more required visits to service providers nor can automakers tol-
erate the cost of those visits. 

The auto industry is on the verge of enabling over-the-air (OTA) updates in tens of millions more vehicles than in 
years past. Suppliers, such as Bosch, Delphi, and others are helping make that happen. Tesla already employs OTA 
updates extensively. Ford and General Motors have recently announced their intention to increase the use and scope of 
OTA updates. Other automakers are gearing up. 

“We all know today just how frequently and easily security flaws are discovered (and then exploited) in automotive 
software, embedded devices and the Internet of Things,” noted Roger Lanctot, associate director, Global Automotive 
Practice, Strategy Analytics. “With the technology and know-how available today, it's almost unthinkable that any 
roadblocks should stand in the way of patching those flaws as quickly and safely as possible. 

Continue on page 19….. 
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Over-the-Air (OTA)…..Continued 

Continued from page 18….. 

Traditional Software Updates Require Vehicles to be Physically Present 
Prior to OTAs, both software and firmware updates required a vehicle to come to a service facility, where it was con-
nected to a scan tool, J2534 and/or other appropriate vehicle communication interface by which the update was up-
loaded to the vehicle,” noted Daniel Schmitz, Bosch senior product manager for Automotive Solutions. 

“The service required coordination between the automaker and the service facility. Most updates were simple and 
could typically be completed in minutes, but more complex updates could take hours.” 

In addition, software update discussions were primarily focused on bug fixes, recalls and security patches. However, 
with vehicle capabilities increasingly provided via software, the inability to keep vehicles continually updated in real 
time and kept secure from hacking have become problematic. Automakers and suppliers have been pouring R&D 
dollars into solving these problems. 

OTAs … Direct From the Cloud and More Convenient to Install 
“Speed and security are essential as electronics, software and firmware, as well as connectivity in automobiles in-
creases exponentially to support cloud-based infotainment and sophisticated driver assist systems,” explained Tim 
Frasier, Bosch regional president of Automotive Electronics. “We know that data content in cars is going to increase 
substantially, which will require content as well as updates be streamed from the cloud. In fact, you can think of the 
cloud as actually being part of the vehicle architecture.” 

In contrast to traditional updates, remote wireless OTA updates do not require vehicles to be present in a shop; they 
can be delivered anywhere, anytime, wherever the vehicle is. Updating a vehicle will be as easily as updating a 
smartphone or home computer, as vehicle owners will use the same process for authorizing over-the-air firmware or 
software updates. 

Owners will receive a prompt that an update is necessary, and then authorize through the cloud that the update be 
downloaded directly to the vehicle. Updates are then carried out only when the vehicle is in a safe state relative to the 
update. For instance, safety-critical updates may require acceptance before allowing a vehicle to be operated. In other 
cases, the secure data transfer takes place in the background while the vehicle is in operation. 

Ensure Vehicles are Always State-of-the-Art 
“Think of it as optimizing your vehicle in real time,” Frasier noted. “Bosch’s technology wirelessly and remotely en-
sures vehicles are always state-of-the-art, similar to how your smartphone or home computer are constantly updated. 
It allows SOTA and FOTA updates to reliably improve vehicle functionality and personal mobility, securely and 
completely. 

Schmitz provided some technical details. “We utilize fast update technologies, such as delta algorithms and compres-
sion mechanisms to accelerate the update process and reduce costs. These tools help Bosch IoT Cloud services en-
sure data security via encryption algorithms, firewalls and intrusion detection measures). In addition, they help us 
leverage our telematics and connectivity expertise to grow relationships with automakers to make OTAs happen.” 

“OTA updates have a number of advantages when compared with traditional updates,” Schmitz continued. Some of 
these may impact service and repair facilities. For example, OTAs can: 

 Enable automakers who develop a new feature to push it out to vehicles more quickly. 

 Accelerate the update process, since updates can be deployed more efficiently and cost-effectively. 

 Avoid manufacturer recalls and reduce warranty costs that require only an update. 

 Reduce visits and time spent at service facilities or dealerships. 

     Continue on page…..20 
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Over-the-Air (OTA)…..Continued 

Continued from page 19…..  

 Be audio easier testing and activation of new vehicle software and system functionality. 

 Provide more real-time data security, via the use of advanced encrypted algorithms, firewalls, intrusion detection   
measures and other security protocols. 

 Improve cybersecurity, via improved reaction times and broader coverage for OTA updates for critical recalls or 
security patches that defend against a successful hack. 

 He cited comprehensive proprietary systems on board vehicles that facilitate OTA updates. One example was the 
Connectivity Communications Unit (CCU), which facilitates connectivity and also allows remote cloud-based flash 
reprograming to flow directly from cloud to vehicle. Another was the Central Gateway Unit (CGW), which allows the 
transfer of data between a vehicle’s domain electronic controllers for subsystems, such as infotainment or powertrain. 
 

Approaching the Software Defined Car 
Delphi’s business unit Movimento is also working on OTA software updates. In addition to new vehicles, Delphi's 
OTA system will work on older vehicles from MY2010 on. The company expects its new-car OTA systems could be 
put to use as early as 2020. 

“Vehicles continue trending toward being software defined, proactively managing vehicle software, data, security and 
more,” shared Mahbubul Alam, Movimento chief technology officer. “These key characteristics will define the suc-
cess of tomorrow's automotive company. For example, Movimento's Unified OTA Platform is here to help the auto-
motive industry prepare for the future with advanced capabilities including artificial intelligence." 

According to Movimento, the Unified OTA Platform is a technology platform that allows vehicular systems software 
to stay up to date without requiring a trip to a dealership or independent shop. As automobiles become ever more reli-
ant on computerized systems, that software will need to be updated more frequently, much like the operating system 
on your phone or laptop. But taking a car in for service every time a new software update is released is unfeasible and 
inconvenient. That's why Movimento has developed an over-the-air platform, where updates can be sent to a vehicle 
remotely in an efficient and secure manner. 

“For OEMs, this technology can yield tremendous benefits,” he continued. "The new wireless technology matches 
onboard modules with the correct software in-plant, on the road, and at the point of installation," the company says. 
"This is a radical shift from the old model of sorting and serializing modules, storing numerous different modules in 
those locations and taking up floor space in facilities." 

Movimento is also focused on delivering solutions that improve consumers' lives, such as protecting their vehicles and 
their personal information by using the latest cybersecurity technologies. “As vehicle infotainment systems have 
evolved, the quantity and depth of consumer information stored in them has grown, opening up data like passwords 
and credit card info to a potential cyberattack,” Alam noted. “Even scarier is the possibility that a vehicle could be hi-
jacked and remotely driven by a hacker. Movimento's system can use OTA updates to stay ahead of those who would 
do harm, preventing cyber break-ins.” 

OTA Updates Require Your Ongoing Consideration 
“It’s imperative to protect the software and firmware during the transfer from external access,” Schmitz cautioned. 
“One way Bosch does that is using ‘encrypted delta algorithms.’ Delta message updates, generated from two software 
or firmware packages, limit the volume of data being transferred. An additional security measure of the delta protocol 
requires all messages in an OTA update be sent and received in sequence. If any problems arise, the update is stopped 
until the anomaly is addressed.” 

 

 

 

Continue on page 24….. 
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Trade Secrets Regarding Flood Damage Cars 

Trade Secrets 
By Bob Cerullo  

Unscrupulous operators have been known to capitalize on natural disasters and uninformed consumers. You 
can provide a valuable service by identifying water-damaged vehicles. 

Like millions of people all over the world, I watched the daily TV coverage of hurricanes Harvey and Irma 
and the devastation they caused. I watched with more interest than some because I have family in both Texas 
and Florida. The amazing thing about those tragedies is that they brought out the best in people. I think Abe 
Lincoln called it “the better angels of our nature." 

In addition to the great work of professional firefighters, law enforcement and the military, there were the su-
perb efforts volunteers—men and women of every stripe who went to the aid of strangers. It made me proud 
of us as Americans. As an EMT, I wished I could have been there to help. 

As I watched beautiful cars and pickup trucks floating down flooded streets, it brought to mind my experienc-
es with vehicles that had been flooded in previous natural disasters. For many years I had been called upon to 
check out cars in the shop for used-car buyers. One of the many things I looked for was the telltale odor of 
mildew from seats and carpets that had been under water. On more than one vehicle I found leaves and sand 
under the dash higher than the instrument panel. 

Actually, most of the vehicles looked pretty good; the cleanup job was outstanding. But I learned from past 
experience with the aftermath of hurricane Floyd in 1999 that vehicles that have been under water are nearly 
always going to be a problem. Hurricane Sandy, just a few years ago, taught me a few lessons, too. How much 
of a problem depends on what kind of water, salt or brackish, and for how long. 

There is no problem if the buyer knows what he or she is getting. I might take a chance on a flood car for the 
right price. The thing is that after a few months, some of these flood cars make it into the used-car market with 
clean titles. Their history of having been in a flood is erased. 

Continue on page 23…. 



 

NESSARA Winter 2017 23 

Trade Secrets….Continued 
Continued from page 22…. 
 

Many years ago, I was asked by a major TV station to be the technical adviser on a project it was involved in 
jointly with an insurance company. We journeyed out to a massive parking lot and I looked over six cars that 
had been submerged in flood waters just a few weeks prior. We photographed them and noted the VIN num-
bers. The plan was to inspect those same cars six months later to see how they fared. 

Six months later we found that all six cars had been sold. When we talked with the new owners, none of the 
six knew the cars had once been submerged. All of the cars had been purchased from legitimate dealers who, 
we believed, did not know the true history of the cars they sold. 

Our main goal was to find how those cars were doing after six months in daily use. The owner of a pricey 
BMW that had been under salt water had a long tale of woe about the repair problems he had experienced. 
He said that after a few weeks he started to notice an odor, particularly when he used the defroster. Then the 
alternator had to be replaced. The gauges in the instrument panel started acting up at about the same time he 
noticed condensation in the headlights. He said that’s when the car was taken to a shop for some unrelated 
repairs, the tech pointed out that some of the wiring under the hood was stiff. Electrical problems were the 
owner’s biggest expense. He said he was trying to sell the car. 

Similar stories were told by the other flood car owners we tracked down. One said he was surprised to find 
dried sand in the rear deck speakers, which he wanted to change because they didn’t sound right. Of the six 
we followed, five had major problems. 

Interestingly, one of the cars had what appeared to be brand-new upholstery and carpeting that did not seem 
consistent with the wear on the brake pedal. On the car with minimal problems, there were scratches on the 
VIN tag at the base of the windshield. This could indicate the tag was changed for a variety of reasons, in-
cluding theft. 

I highly recommend a CARFAX check of any used vehicle. The problem is that while many flood cars are 
identified by the paper trail, it’s possible that some might escape detection. For example, let’s say you as a 
technician own a car that was in a flood and you have liability insurance only. You repair it and clean it up 
without ever reporting it. There’s no paper trail to reveal it had been in a flood. Then you resell it. If you’re 
honest, you tell the new owner; if you’re not, he or she may never know. It’s possible the car may run fine. 
However, odds are there will be problems the buyer will experience down the road. 

In my experience, when an engine is submerged for any length of time, there will be problems later on unless 
that engine is totally taken down and cleaned, checked and reassembled. The chances of anyone who’s clean-
ing up a flood car going to that much trouble are small. I remember finding a mayonnaise-like goo in a flood 
car’s differential. Newer cars with more and more electronics and computer systems than ever are especially 
prone to troubles that might not show up immediately and which can be very difficult to diagnose. Corroded 
connectors are common on flood cars. 

With an estimated half a million flooded cars and trucks heading for the scrap yard, at least some will escape 
the crusher and make it into the used-car market, not only washed of mud and dirt, but with scrubbed titles, 
too. 

The Trade Secret is that when checking out a used vehicle for a customer, especially in light of the recent se-
vere weather tragedies that have occurred down south, look for any hidden signs that it’s a recovered flood 
car or truck. You’ll be doing yourself and your customer a huge favor. 

If there are any readers who’ve had experience with flood cars, I’d like to hear about it. E-mail me at         
bcerullo@motor.com. 

mailto:bcerullo@motor.com
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Over-the-Air (OTA)…..Continued 

Continued from page 20….. 

“While many other automakers feature central control unit architecture, Bosch’s CGW does something extra,” Frasier 
shared. “Besides being quicker and more secure, the CGW allows content and SOTA/FOTA updates to be sent and 

refreshed wirelessly, remotely and securely.  

That’s akin to using the quickest and most secure wireless routers, rather than a less capable unit.” 

“Safe and reliable OTA software and firmware updates will be increasingly crucial going forward,” he concluded. “But 
the industry must avoid trying to ratchet- or bolt-on new features to an older existing architecture. Speed and security 
demands won’t tolerate those kind of incomplete solutions anymore. In addition, as automakers trend to designing cars 
with central gateways that provide full OTA functionality, the updating and security issues the industry now faces 
could be resolved.” 

Will OTA Updates Displace Scan Tools, Reprogramming and More? 
Digitalization, connectivity, telematics and cybersecurity offer exciting opportunities for automotive manufacturers, 
suppliers, equipment and tool makers, and even service providers — but if they are to take advantage of them, the se-
curity of the technologies employed must be guaranteed. In short, software, data and functions must be protected 
against unauthorized access and manipulation. 

We live and work in a fast-paced industry. No longer is it enough to ensure state-of-the-art safety and performance at 
the time when the vehicle leaves the assembly plant. It must also be ensured that attacks during the operating phase of 
the vehicle are reliably detected and analyzed in order to be able to take appropriate countermeasures immediately and 
effectively. Likewise, vehicle operability and safety must continually be on pace. 

Shops will need to pay attention. OTA updates could well impact the future purchase of equipment and tools. For in-
stance, decisions will need to be carefully weighed and juxtaposed against the state of OTA updates, lest capital be 
misdirected when a purchase programming tool decision is being considered. So too will training decisions, the future 
direction of the services offered to consumers and other aspects of your vocation. OTA updates are clearly on the ad-
vance, so don’t expect ‘business as usual.’ Surely points and drum brakes taught us that. 

 

[Editor's note: Visit MOTOR.com for the latest diagnostic and service insights.] 

Contributed by Bob Chabot 
http://newsletter.motor.com 

http://www.motor.com/articles.as
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Pump Warning Decals & Cellphone Use 

2017-11-16  

New ExxonMobil Retail Pump Decals Omit Cellphone-Use Warnings  
 
Some ExxonMobil branded retailers in the U.S. are in the process of installing near-field communication 
(NFC) mobile payment systems at their pumping stations, allowing drivers the option to pay for fuel pur-
chases with their cellphones.  
 
Besides ExxonMobil, other retail brands are also expected to roll out similar NFC systems for their gasoline 
pumps. The ongoing rollout of NFC mobile payment systems at the pumps will occur across the country, 
and it may take awhile. 
 
Some retailers said that new retail pump decals will replace old decals at the pumps once the NFC pay-
ment solution is installed at the pumps. The new decals will omit a safety warning to turn off cellphone and 
other electronic devices while pumping gas. Other warnings that will remain in the new decals include no  
smoking, do not leave the pump unattended while pumping, health warnings and never allowing children to 
use the pump.  
 
OPIS notes that this is a move away from the previous industry stance against cellphone use at the pumps. 
While warnings are posted at the pumps against cellphone use while pumping gas, the findings of a possi-
ble co-relation between fire and explosion, and cellphone use at the pumps have been inconclusive. 
 
An ExxonMobil spokeswoman told OPIS that according to the Federal Communications Commission, there 
is no documented incident where the use of a cellphone was found to cause a fire at a gas station. "While it 
is safe to use your smartphone at stations, we recommend that drivers safely shut off their  
cars before using their phones," she said. 
 
Meanwhile, ExxonMobil is promoting take-a-selfie at ExxonMobil retail pumps sweepstakes for football tick-
ets to a Louisiana State University Tigers football games. ExxonMobil are offering LSU football tickets 
against Arkansas and Texas A&M in November. 
 
According to ExxonMobil, a participant may enter the sweepstakes by submitting an entry via a Facebook 
or Twitter social media account during the promotional periods. One entry consists of a photo of the con-
testant at an Exxon or Mobil gasoline pump, tagged with both the sweepstakes hashtag #GasPumpSelfie 
and #Sweepstakes, and successfully uploaded to Facebook or Twitter. Sweepstakes participants can enter 
only once per social platform, per account. 
 
--Edgar Ang, eang@opisnet.com 
 
Copyright, Oil Price Information Service  

Petroleum Marketing News As It Happens 

mailto:eang@opisnet.com
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Next Up?  Credit Card Reform 

NACS Online / Media / News Archive  

Next Up? Credit Card Reform  

Lyle Beckwith says the time is ripe to shift efforts from debit cards to credit 
cards.  

November 10, 2017  

WASHINGTON – Debit card fee reform has been good for consumers and merchants, something that Con-

gress recently reaffirmed. However, the job shouldn’t be left half done—Congress should address the fees of 

credit cards as well, writes Lyle Beckwith, NACS senior vice president of government relations, in a Morn-

ing Consult opinion piece. 

“Every time these swipe fees come up, the banks spew a smokescreen of disinformation, fearful of losing the 

tens of billions of dollars they’re gouging from small merchants and consumers. But despite all their propa-

ganda, there’s one fact they simply can’t deny or hide: that the fees the banks charge merchants when a cus-

tomer swipes a credit card are rigged,” he wrote. MasterCard and Visa set the fees, which “These ‘swipe 

fees’ cost merchants as much as 4% off the top of a $100 load of groceries, or $4 – even though it costs the 

bank only a few pennies to process the transaction. Profit margins for the banks can run as high as 10,000%.” 

Beckwith outlined how lack of competition keeps the credit card swipe fees high—and hurts everyone, 

whether paying with plastic or not. “The average family pays more than $400 a year extra on groceries, gas, 

clothes and every other consumer product just because of swipe fees—an especially big bite for poor peo-

ple.” 

He also lamented how these fees hurt small merchants—swipe fees are now their second-largest operating 

expense. “Because consumer spending is such a huge part of our economy, these onerous fees also mean a 

slower economy, fewer jobs and less prosperity,” he wrote. “The banks and the card companies have created 

a distorted industry that looks more like the trusts that dominated major industries such as railroads and oil a 

century ago than the free-market system we enjoy now.” 

It’s time to end the swipe fee monopoly for credit cards. “Educated consumers and policymakers should join 

us to start demanding that the banks and card companies stop rigging this part of the market. We need the en-

tire card market to be fair, open and competitive,” Beckwith concluded. 

 



 

NESSARA Winter 2017 27 

Industry Alert 
Refrigerant Sales Restriction 
 
The sales restriction is established by EPA regulations (40 CFR Part 82, Subpart F) under Section 608 of the Clean Air 

Act. Only EPA-certified technicians are allowed to purchase ozone-depleting substances (ODS) used as refrigerants. 
Technicians may be certified under either the Section 608 or Section 609 technician certification programs. Starting on 
January 1, 2018, the requirements discussed on this page will also apply to most substitute refrigerants, including HFCs. 

The sales restriction covers refrigerants contained in cylinders, cans, or drums, except for the sale of small cans of sub-
stitute refrigerants (e.g., R-134a) for use in motor vehicle air conditioners. This sales restriction does not cover refriger-
ation and air-conditioning equipment or components containing refrigerants. 
 

Requirements to Purchase Refrigerant 
 
The following people can buy any type of ozone-depleting refrigerant (or, starting Jan. 1, 2018, substitute refrigerant) 
under this sales restriction: 
 Technicians who have earned the Section 608 Technician Certification. 
 Employers of a Section 608 certified technician (or the employer's authorized representative) if the employer pro-

vides the refrigerant wholesaler with written evidence that he or she employs at least one properly certified techni-
cian. 

The following people can buy refrigerant found acceptable for use in a motor vehicle air conditioner (MVAC): 
 Technicians who have earned Section 609 Technician Certification. 
 
Only Section 608 certified technicians can purchase refrigerants intended for use with stationary refrigeration and air-
conditioning equipment. Section 609 certified technicians cannot purchase refrigerants that are intended for use with 
stationary equipment, regardless of container size. 
 
EPA is not restricting the sale of “small cans” containing less than 2 pounds of substitute refrigerants (e.g., HFC-134a) 
for use in MVACs. 
 

Wholesaler Responsibilities when Selling Refrigerant 
 
Wholesalers that sell either ozone-depleting or substitute refrigerants must retain invoices that indicate the name of the 
purchaser, the date of sale, and the quantity of refrigerant purchased. 
 
Wholesalers that sell refrigerant for resale are legally responsible for ensuring that their customers fit into one of the cat-
egories of allowed purchasers under the sales restriction. Although the regulation does not specify precautions that 
wholesalers must take to verify the intent of individuals purchasing refrigerant, EPA recommends that wholesalers ob-
tain a signed statement from the purchaser indicating that he or she is purchasing the refrigerant only for eventual resale 
to certified technicians. 
 
Wholesalers also may sell refrigerant to the purchaser’s authorized representative if the purchaser provides evidence 
that he or she employs at least one certified technician. It is the wholesaler's responsibility to determine whether persons 
who claim to represent a refrigerant purchaser are indeed authorized representatives. EPA recommends, but does not 
require, that wholesalers keep lists of authorized representatives to help with this determination. 
If a wholesaler knows that refrigerant delivered to a purchaser when no one is present will ultimately be received by the 
purchaser or his authorized representative, then the wholesaler may deliver the refrigerant without obtaining the signa-
ture of an authorized representative. 
 
https://www.epa.gov/section608/refrigerant-sales-restriction  
 

Additional Information 
Major recordkeeping requirements for refrigerant wholesalers 
Fact Sheet: How the revised 608 Rule affects refrigerant distributors 

https://www.epa.gov/section608/refrigerant-sales-restriction
https://www.epa.gov/section608/recordkeeping-requirements-refrigerant-retailers
https://www.epa.gov/section608/revised-608-rule-fact-sheets
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Profitability Programs  
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Profitability Programs 



 

NESSARA Winter 2017 30 

Equifax Massive Data Breach 

Call it ironic that on the very day Equifax went public with news of its massive data breach, Congress was 
holding hearings on reducing the regulations imposed on U.S. credit bureaus. Long before the recent breach 
that exposed confidential data affecting about 143 million Americans, Equifax had been lobbying aggres-
sively on issues involving data security and breach notification, as well as proposals to limit exposure to 
lawsuits. These lobbying efforts have cost the credit reporting agency a reported half million dollars, as 
Equifax tried to drum up support from lawmakers in Congress. Democrats have been vocal in their opposi-
tion to legislation that limits credit agencies’ exposure to class-action lawsuits. Sen. Elizabeth Warren (D-
MA), who introduced legislation aimed at cracking down on credit bureaus, and New York Gov. Andrew 
Cuomo, who wants to expand the state's strict cybersecurity standards for the financial sector to include 
credit reporting bureaus, are two Democrats who have taken up the fight on behalf of consumers. 
 
Irony aside, the Equifax situation is a good example of what happens when theory and practical application 
in the real world collide. From the get-go, the Trump administration has highlighted excessive government 
regulations as an unnecessary drag on business profitability and economic growth, and has made loosening 
regulations on banks and other financial institutions a major priority. Few people want more red tape in their 
daily business dealings; but on the other hand, most people want more accuracy in reporting and more ac-
countability from the credit agencies that play such a major role in our country’s financial sector. 
 
Credit agencies are integral to the financial infrastructure of the United States. When problems arise, the im-
plications are serious. Apart from a major data breach like the recent one at Equifax, credit-reporting 
agencies’ errors can cause significant difficulties for consumers who cannot buy homes and autos or get 
bank credit without good credit ratings. A Federal Trade Commission report published in 2013 showed that 
5 percent of all consumers had errors on one or more of their credit reports that could cause them to pay 
more for transactions like auto loans and insurance. Consumer complaints, which have increased 1,700 per-
cent over the past 20 years according to the U.S. Chamber of Commerce, have grown exponentially as the 
agencies’ reliance on technology has soared. Industry critics believe the credit agencies should be held as 
accountable, and face as much scrutiny, as regional banks. 
 
For their part, anti-regulation Republicans argue that abuses in the court system can adversely affect not only 
a business, but also its employees, customers and vendors. A bill to cap penalties resulting from class-action 
lawsuits and to eliminate punitive damages leveled against credit agencies, introduced by U.S. Rep. Barry 
Loudermilk (R-GA), was derailed by the Equifax data breach and by the agency’s subsequent delay in mak-
ing the news public. Given the extent of the data breach and vocal criticism of the company’s handling of the 
situation, public opinion and sentiments on Capitol Hill most likely will be tipped in favor of the pro-
regulation faction for the time being.  
 
 
For more accounting related info, visit anstisscpa.com 
Anstiss & Co., PC. 
Princeton Corporate Centre 
1115 Westford Street 
Lowell, MA 01851 
978-452-2500 
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